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Introduction

Researchers documented an extensive network of thousands of bot accounts used to
promote COP29 host Azerbadijan, which is expanded upon for this brief.

These bot networks are used to promote official Azerbaijan content, serving to make the
#COP29 and #COP29Azerbaijan feeds across platforms appear more predominantly
positive, instead of critical, with activity seemingly timed to respond to negative news.

While bot activity on X/Twitter remains the most straightforward to analyse, similar signs
of coordinated inauthentic behaviour positively “brigading” pro-Azerbaijan propaganda
have been identified on YouTube and Facebook.

That these accounts could be found by investigators before any proactive enforcement
measures by the platforms were effective in addressing the campaign of
(petro)state-promoting coordinated inauthentic activity. That said, many accounts
continue to be active; and NGOs should not be responsible for identifying the harmful
content Big Tech spreads in the first place.

By failing to protect users from coordinated state propaganda and industrial
disinformation, Big Tech companies like X/Twitter, Facebook and Google/YouTube are
helping Big Oil prevent effective action on climate change.

- CAAD is a global coalition of leading
climate and anti-disinformation organisations.


http://www.caad.info/
https://noclimateresultsfound.com/2024/10/24/41000-people-tell-google-demonetize-climate-disinformation/
https://caad.info/
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Summary

Even as fossil fuel pollution changes the climate, their digital disinformation is choking
public discourse as a tool to help them evade accountability.

e Suspected bot activity spiked on October 23rd and 24th, the day of and after
Guardian journalist Damian Carrington reported that_Azerbaijan is set to increase
gas production by a third in the next decade.

e There was an increase in activity on November 5th, when Carrington posted about
the arrest of a climate activist in Azerbaijan, the Boston Globe published an op-ed
demanding the world hold Azerbaijan accountable, and Human Rights Watch
released a report about Azerbaijan’s crackdown on critics.

e On Facebook, a post by Abzas Media - whose employees have been charged for
economic crimes by the Azeri government - about COP29 bots, was “brigaded” by
a network of bot-like accounts with few followers, odd posting habits, and profile
pictures scrapped from other social media sites.

e On YouTube, two official videos, one a simple welcome message and the other
about accessibility at COP29, were advertised enough to generate over 1.5 million
combined views.

e The Washington Post reported on a network of 2,800 accounts and 10,800 retweets
and replies, with an estimated 1,876 bot accounts promoting the petrostate host of
the annual UN climate negotiations, Azerbaijan.

e Global Withess documented how bots were used to shift perceptions of #COP29
and #COP29Azerbaijan feeds, replacing critical voices representing 70% of the top
posts, with positive content from the country’s official COP29 account and content.

Methodology

Content posted with #COP29 and #COP29Azerbaijan on Twitter, Facebook, and YouTube
was collected, and documented indications of coordinated inauthentic activity were used
to build a list of X/Twitter users with suspicious posting patterns, and followed up on the
accounts identified by Global Witness to assess activity during COP29.

More detailed methodologies for technical approaches can be found in the hyperlinked
reports.


http://www.caad.info/
https://www.theguardian.com/environment/2024/oct/23/cop29-host-azerbaijan-set-for-major-fossil-gas-expansion-report-says
https://www.theguardian.com/environment/2024/oct/23/cop29-host-azerbaijan-set-for-major-fossil-gas-expansion-report-says
https://x.com/dpcarrington/status/1853421742913466463
https://www.bostonglobe.com/2024/11/04/opinion/cop29-azerbaijan-climate-human-rights/
https://www.hrw.org/news/2024/10/08/azerbaijan-vicious-assault-government-critics
https://www.ifj.org/media-centre/reports/detail/azerbaijan-six-abzas-media-journalists-charged-with-new-economic-crimes/category/press-releases
https://adstransparency.google.com/advertiser/AR11263653868082298881?region=anywhere
https://www.washingtonpost.com/climate-environment/2024/10/29/cop29-bots-fake-accounts-azerbaijan/
https://www.theguardian.com/environment/2024/oct/29/apparently-fake-social-media-accounts-boost-azerbaijan-before-cop29
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Findings

Ahead of COP29, Global Witness spotted that 7 out of the top 10 posts in July using
#COP29 and #COP29Azerbaijan were critical of the country’s role in the conflict in
Armenia. But by September, all the top posts came from the official COP29 Azerbaijan
account. Global Witness also found repeated use of the same profile and banner pictures
in their analyses of accounts.

Among a collection of 554 suspicious X accounts (that routinely post “#COP29
#COP29AZERBAIJAN") 464 of these accounts posted this same text a total of 5,632 times
in the two weeks leading up to COP.

The maijority, 4,333, were quote tweets of the official @COP29_AZ account, while a further
481 were quote tweets of content from Azerbaijan President Ilham Aliyev, and 346 quote
tweets of content from the Assistant to the President, Hikmet Hajiyev.

Two thirds of these tweets occurred in just a two day period, on October 23rd and 24th,
the same days Guardian journalist Damian Carrington found that _Azerbaijan is set to
increase gas production by a third in the next decade.

We noticed another flood of activity on November 4th, the day Carrington posted about
the arrest of a climate activist in the country, the Boston Globe published an op-ed
demanding the world hold Azerbaijon accountable, and Human Rights Watch released a
report about Azerbaijan’s crackdown on its critics.

Accounts from the dataset that looked like bots were mostly created in bursts, as can be
seen in Figure 1.

The vast maijority of accounts set up in this grouped fashion in 2024 were created during

Azerbaijan waking hours only posted within Azerbaijan waking hours.
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http://www.caad.info/
https://www.theguardian.com/environment/2024/oct/29/apparently-fake-social-media-accounts-boost-azerbaijan-before-cop29
https://www.theguardian.com/environment/2024/oct/23/cop29-host-azerbaijan-set-for-major-fossil-gas-expansion-report-says
https://www.theguardian.com/environment/2024/oct/23/cop29-host-azerbaijan-set-for-major-fossil-gas-expansion-report-says
https://x.com/dpcarrington/status/1853421742913466463
https://x.com/dpcarrington/status/1853421742913466463
https://www.bostonglobe.com/2024/11/04/opinion/cop29-azerbaijan-climate-human-rights/
https://www.hrw.org/news/2024/10/08/azerbaijan-vicious-assault-government-critics
https://www.hrw.org/news/2024/10/08/azerbaijan-vicious-assault-government-critics
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There was also suspicious activity on Facebook. At COP’s opening, a host of Facebook
accounts with identical banner images in their profiles shared an identical “welcome to

COP29 post” - something that also took place on X on the same day.
Figure 2: AbzasMedia post, and sample of translated replies
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http://www.caad.info/
https://newsliteracy.psu.edu/glossary/brigading#:~:text=Brigading%20refers%20to%20a%20coordinated,audiences'%20focus%20to%20other%20matters.
https://www.facebook.com/AbzasMedia/posts/pfbid02BbSLxUJpDEgh2k8oG6EjwNA2ZZ3tuCf94LCnZq8rCr6GxHcV7uxArUCADPmrcog7l
https://www.ifj.org/media-centre/reports/detail/azerbaijan-six-abzas-media-journalists-charged-with-new-economic-crimes/category/press-releases
https://www.ifj.org/media-centre/reports/detail/azerbaijan-six-abzas-media-journalists-charged-with-new-economic-crimes/category/press-releases
https://www.ifj.org/media-centre/reports/detail/azerbaijan-six-abzas-media-journalists-charged-with-new-economic-crimes/category/press-releases
https://www.facebook.com/profile.php?id=100083058926941&comment_id=Y29tbWVudDoxMDM2NjM1ODU1MTQwNzI1XzczMDAxNTMxMjY3ODc2Ng%3D%3D&__cft__%5B0%5D=AZV9roQzwYLcAflC0Shxc_cEZcPVPdOA08NQJGmyIDuZI7ePRKJ3nC5ouCxjq5Ke7CxExzcvvAHZ9UkKgJe-7S37TAGwzhRwlrXnolcnFUSu2sw4GExLHZBDxBd-tVZwXFHXFYHFK9VX3I4TIeuQsPJ2BAHefU0vRiAtL4Gys7Y_CQ&__tn__=R%5D-R
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Of the approximately two dozen top replies

d3H B | analysed, only two didn’t fit a pattern of
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= oo Qo @ e parasitologist, the profile of which said it was

" . o a nonprofit organisation, and also included

- an email: mahirhuseynov98 @ mail.ru, as

e ] Qe [ well as a link to this youtube video, and some

-
M - M
V

Figure 4: Brigading account “Mahir Huseynov”

gibberish text posts.

Figure 5: Screenshots of a sample of 16 of the brigading accounts, demonstrating a consistent pattern of
suspicious activity. The posts of a letter contained no additional information. See appendix section for a sample
of 25 of these and additional similar accounts.
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Azerbaijan, recently, has gained a high reputation on the world arena, and therefore,
anti-Azerbaijani circles, who envy and envy our country, want to attack Azerbaijan's
reputation and international image with kies and blatant claims.

5d Like Reply [See original (Azerbaijani)|

There were also bursts of similar comments under some

COP29 AZE Youtube videos with suspiciously high view counts. Though if these comments
on Youtube are via bot activity, it is more sophisticated than on other platforms. However,
the number of views, driven by advertising, means that what will likely be some of the
most-viewed videos on COP29 are promotional content the host paid to promote.



http://www.caad.info/
https://www.facebook.com/profile.php?id=61550123313955&comment_id=Y29tbWVudDoxMDM2NjM1ODU1MTQwNzI1XzM3NTI5MTAzNDE2MjY3NTQ%3D
https://www.facebook.com/profile.php?id=61550123313955&comment_id=Y29tbWVudDoxMDM2NjM1ODU1MTQwNzI1XzM3NTI5MTAzNDE2MjY3NTQ%3D
https://az-m-wikipedia-org.translate.goog/wiki/Mahir_H%C3%BCseynov?_x_tr_sl=az&_x_tr_tl=en&_x_tr_hl=en&_x_tr_pto=sc
https://az-m-wikipedia-org.translate.goog/wiki/Mahir_H%C3%BCseynov?_x_tr_sl=az&_x_tr_tl=en&_x_tr_hl=en&_x_tr_pto=sc
https://www.youtube.com/watch?v=5aebLGSjSAI&fbclid=IwZXh0bgNhZW0CMTAAAR0JKehIsu8ve7ozH0Jn8WVQehvwMsWS_Dp9rZkJcBmUkqqlKflZ9DUjlMI_aem_bqO7FC5fuwHgKrmFInzcmw
https://www.youtube.com/watch?v=ajmYcCGBIhc
https://www.youtube.com/watch?v=ajmYcCGBIhc
https://www.youtube.com/watch?v=pymlPyTbloY
https://adstransparency.google.com/advertiser/AR11263653868082298881?region=anywhere
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Conclusion

The use of bots to inflate perceived support, shout down dissent, and otherwise warp
public perceptions of reality is not a new problem for social media companies. Yet year
after year they fail to anticipate and ameliorate the predictable surge of bot-amplified
propaganda that pollutes the information environment.

This unwillingness or incompetence to protect users from harmful false content is why
nearly 100 experts and organizations have signed on to an open letter calling on
governments to hold Big Tech accountable for climate disinformation.



http://www.caad.info/
https://www.sciencedirect.com/science/article/abs/pii/S2352250X24001313
https://www.sciencedirect.com/science/article/abs/pii/S2352250X24001313
https://www.desmog.com/2024/11/14/governments-must-tackle-climate-disinformation-experts-urge/
https://caad.network/wp-content/uploads/2024/11/Open-Letter_-Governments-Should-Act-Now-to-Curb-Climate-Disinformation-.pdf
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Appendix: Screenshots of Facebook brigade
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The following is just a sample of 25 the 600+ accounts that replied to the Abzas Media
post about bots being used for Public Relations purposes.

Yagub Meherremov

i » Yaqub Meherremov

1 likes - 2 followers

Posts About Mentions Reviews Followers Photos

Intro

© rage - social Media Agency

@ tb.com

o Notyet rated (0 Reviews) @)

Photos See all photos

M H

Tahir Dadashov

Tahir Dadashov

3 likes - 3 followers

Posts About Mentions Reviews Followers Photos

Intro

o Page - Dancer

* Not yet rated (0 Reviews) o

Photos See all photos

-

Pashayev Yasar

Pashayev Yasar

1likes - 4 followers

Posts About Mentions Reviews Followers Photos L1

Intro

© Page - swimming Pool & Hot Tub Service

* Not yet rated (O Reviews) o

Photos See all photos

Xalida Rahimova

Xalida Rahimova

0 likes - 2 followers

Posts About Mentions Reviews Followers

Intro

© Page - Restaurant

A Not yet rated (0 Reviews) )

Photos

Photos See all photos



http://www.caad.info/
https://www.facebook.com/AbzasMedia/posts/pfbid02BbSLxUJpDEgh2k8oG6EjwNA2ZZ3tuCf94LCnZq8rCr6GxHcV7uxArUCADPmrcog7l
https://www.facebook.com/AbzasMedia/posts/pfbid02BbSLxUJpDEgh2k8oG6EjwNA2ZZ3tuCf94LCnZq8rCr6GxHcV7uxArUCADPmrcog7l
https://www.facebook.com/profile.php?id=100094477255752&comment_id=Y29tbWVudDoxMDM2NjM1ODU1MTQwNzI1XzE2OTAxMjQyNzgyMTkxMjE%3D
https://www.facebook.com/profile.php?id=100079542462639&comment_id=Y29tbWVudDoxMDM2NjM1ODU1MTQwNzI1XzExMDEyNDYzMDE1ODg5NTc%3D
https://www.facebook.com/profile.php?id=100085827426305&comment_id=Y29tbWVudDoxMDM2NjM1ODU1MTQwNzI1XzUzMDc1MTI5OTgyNTY0Ng%3D%3D
https://www.facebook.com/profile.php?id=100083058926941&comment_id=Y29tbWVudDoxMDM2NjM1ODU1MTQwNzI1XzczMDAxNTMxMjY3ODc2Ng%3D%3D
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Kamilla Mammadova

Kamilla Mammadova

0 likes - 1 follower

Posts About Mentions Reviews Followers Photos

Intro

o Page - Business service

M Not yet rated (0 Reviews) @)

Photos See all photos

Elchin Amirov

Elchin Amirov

0 likes - 2 followers

Posts About Mentions Reviews Followers Photos N

Intro

o Page - Beauty, cosmetic & personal care

o Baku, Azerbaljan

@ fo.com

* Not yet rated (0 Reviews) o

Photos See all photos

www.caad.info

contact@caad.info
Tagi Guliyev
Tagi Guliyev
1likes - 2 followers
Posts About Mentions Reviews Followers Photos

Intro

@ rpage - cotfee shop

&open_field=website&sk=:

M Reservations - Curbside pickup - In-store pickup...

) erice Range - 53

W Not yet rated (0 Reviews) @)

See all photos

Sahibe Ceferova

Sahibe Ceferova

1likes - 1follower

Posts About Mentions Reviews Followers Photos

Intro

@) rage - History & Philosophy

@ fb.com

o Not yet rated (0 Reviews) @

Photos See all photos

f ol ;o s
/. ’.
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https://www.facebook.com/profile.php?id=61562850457951&comment_id=Y29tbWVudDoxMDM2NjM1ODU1MTQwNzI1XzU0MzExNjc4NTA5MDk4NA%3D%3D
https://www.facebook.com/profile.php?id=61555730941480&comment_id=Y29tbWVudDoxMDM2NjM1ODU1MTQwNzI1XzkzOTM2NzU5NTM5ODIxNjE%3D
https://www.facebook.com/profile.php?id=100089820457295&comment_id=Y29tbWVudDoxMDM2NjM1ODU1MTQwNzI1XzEwODc1MTU0MTYzNjM1MjU%3D
https://www.facebook.com/profile.php?id=100086148553342&comment_id=Y29tbWVudDoxMDM2NjM1ODU1MTQwNzI1XzU2NzcyNTMzNTYxMzg2Ng%3D%3D
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Arzu Memmedova

Arzu Memmedova

0 likes - 2 followers

Posts About Mentions Reviews Followers Photos

Intro

o Page - Beauty Salon

W Not yet rated (0 Reviews) @)

Photos See all photos

Orxan Eliyev

Orxan Eliyev

0 likes - 1 follower

Posts About Mentions Reviews Followers Photos

Intro

@) rage - Health spe

W Not yet rated (0 Reviews) @

Photos See all photos

www.caad.info
contact@caad.info

Esmer Memmedova

Esmer Memmedova

0 likes - 1 follower

Posts About Mentions Reviews Followers Photos

Intro

o Page - Pet Supplies

* Not yet rated (0 Reviews) o

Photos See all photos

Afet Abbasova

Afet Abbasova

0 likes - 4 followers

Posts About Mentions Reviews Followers Photos

Intro

o Page - Public Relations Agency

* Not yet rated (0 Reviews) o

Photos See all photos
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https://www.facebook.com/profile.php?id=61562018079599&comment_id=Y29tbWVudDoxMDM2NjM1ODU1MTQwNzI1XzU4NzEzNzMyNjk5MjY3NA%3D%3D
https://www.facebook.com/profile.php?id=100083243065432&comment_id=Y29tbWVudDoxMDM2NjM1ODU1MTQwNzI1Xzg2NjIwODE5NTU3ODk1Mg%3D%3D
https://www.facebook.com/profile.php?id=100089571618293&comment_id=Y29tbWVudDoxMDM2NjM1ODU1MTQwNzI1Xzk4ODM5NTQ0MzE1MDI3Nw%3D%3D
https://www.facebook.com/profile.php?id=61566362780445&comment_id=Y29tbWVudDoxMDM2NjM1ODU1MTQwNzI1XzQyNjUwMjU4NzE1MDMyNQ%3D%3D
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Uzel Maharramova

Por =

. =
) Uzel Maharramova
‘ 5 likes - 16 followers

Posts About Mentions Reviews Followers Photos |

Intro
love is never die.
Page - Entertainment website
Hong Kong, Hong Kong
youtube_comwatch?v=69VIn9k3N4
Always open «
Outdoor seating - Online booking - Reservations

Price Range - §3

* O h OB OO

Not yet rated (0 Reviews) 0

Photos See all photos

Nigar Serxanqizi

0 likes - 1 follower

Posts About Mentions Reviews Followers Photos

Intro

o Page - Design & fashion
facebock.com/profile.php?
id=1000844740045438&0cpen_fleld=website&sk=about_contact_and_

basic_info

o Price Range - $3$
*

Not yet rated (0 Reviews) @)

See all photos

www.caad.info
contact@caad.info

Safura Yolcuyeva

Safura Yolcuyeva

1likes - 2 followers

Posts About Mentions Reviews Followers Photos

Intro

o Page - Beauty, cosmetic & personal care

@ fo.com

o Not yet rated (0 Reviews) @)

Photos See all photos

Mesume Recebli

Mesume Recebli

1likes - 2 followers

Posts About Mentions Reviews Followers Photos

Intro

o Page - Medical & health

M Not yet rated (0 Reviews) @)

Photos See all photos

[}
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https://www.facebook.com/profile.php?id=100085513644281&comment_id=Y29tbWVudDoxMDM2NjM1ODU1MTQwNzI1XzQ2NzQwMzMyMzEyMzA5OA%3D%3D
https://www.facebook.com/profile.php?id=100084474004543&comment_id=Y29tbWVudDoxMDM2NjM1ODU1MTQwNzI1XzE0NTgwNjYyMjgyMjIxMzk%3D
https://www.facebook.com/profile.php?id=100085681248511&comment_id=Y29tbWVudDoxMDM2NjM1ODU1MTQwNzI1Xzg0OTIzNjcwNTA4NDM1OTM%3D
https://www.facebook.com/profile.php?id=61565490972864&comment_id=Y29tbWVudDoxMDM2NjM1ODU1MTQwNzI1XzI0MjU1NDkyNzc2NTI3Mjg%3D
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Mubariz Shamanzade

0 likes - 5 followers

Posts About Mentions Reviews Followers

Intro

@) rage - Real Estate
@ facebook.co:

* Not yet rated (0 Reviews) o

profile.php?id=61563

Photos See all photos

n

Nazli Bayramova

>

<

(o)
v

0 likes - 2 followers

Posts About Mentions Reviews Followers

Intro

o Page - Restaurant

@ fo.com

M Not yet rated (0 Reviews) @)

Photos See all photos

Mubariz Shamanzade

)
&
;? Nazli Bayramova

www.caad.info
contact@caad.info

Aida Bagirova

Aida Bagirova

1likes - 2 followers

Posts About Mentions Reviews Followers Photos |
Intro
o Page - Beauty, cosmetic & personal care
@ fo.com
* Not yet rated (0 Reviews) o
Photos See all photos
Emil Namazov
.
Emil Namazov
2 likes - 5 followers
Posts About Mentions Reviews Followers Photos
Intro
o Page - Design & fashion
O Keshlya, Azerbaljan
@ fo.com
' Not yet rated (0 Reviews) @)
Photos See all photos
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https://www.facebook.com/profile.php?id=61563490717443&comment_id=Y29tbWVudDoxMDM2NjM1ODU1MTQwNzI1XzEyODYyODQ2Njk0MDQyMjA%3D
https://www.facebook.com/profile.php?id=61561973817312&comment_id=Y29tbWVudDoxMDM2NjM1ODU1MTQwNzI1XzU2NDQ4MTQzOTU5MjkwOA%3D%3D
https://www.facebook.com/profile.php?id=100095030001354&comment_id=Y29tbWVudDoxMDM2NjM1ODU1MTQwNzI1XzExMTYyMzM2NDM0NjAyNDI%3D
https://www.facebook.com/profile.php?id=61556089688047&comment_id=Y29tbWVudDoxMDM2NjM1ODU1MTQwNzI1XzU2OTMyODQ2ODkwNTkxOQ%3D%3D
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Agali Mammadov

Agali Mammadov

0 likes - 2 followers

Posts About Mentions Reviews Followers Photos L}

Intro

o Page - Photography Videography
€ Keshlys, Azerbaljan

@ fo.com

P Not yet rated (0 Reviews) @

Photos See all photos

Sabit Revanov

Sabit Revanov

0 likes - 1 follower

Posts About Mentions Reviews Followers Photos
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